Docs » InGateway502 Quick Start Manual

InGateway502 Quick Start Manual

This document is used to explain the basic configuration operations of InGateway502 (IG502 for short) networking, software version update, etc.,
so that users can master the basic configuration of IG502 and the use of common functions.

+ 1. Configure IG502 Network Parameters
o 1.1 Access the IG502

o 1.2 Connect IG502 to the Internet

2. Update the Software
o 2.1 Update the IG502 firmware

o 2.2 Upgrade the Python SDK of 1IG502

3. Python Edge Computing

o 3.1 Install and run Python App
o 3.2 Update Configuration File for App
o 3.3 Update Python App version
o 3.4 Enable the Debug Mode
4. InHand Cloud

5. Data Collection And Upload To The Cloud

Appendix
o Factory reset

1. Configure IG502 Network Parameters

1.1 Access the IG502


http://manual.ig.inhandnetworks.com/en/latest/index.html

« Step 1: By default, the IP address of WAN on IG502 is 192.168.1.1; the IP address of LAN on IG502 is 192.168.2.1. This document uses the
LAN port to access the IG502 as an example. Set the PC's IP address to be on the same subnet with LAN.

o Method 1: Enable the PC to obtain an IP address automatically (recommended)

[ i E
| Internet HHERES 4 (TCP/IPv4) Properties >

Gereral  Alternate Configuration

{  You can get IP settings assigned automatically if your network supports
this capahbility, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Uge the following IF address:

IF address: | . . . |

Subnet mask: | . . . |

Default gateway: | . . . |

(®) Obtain DMS server address automatically
() Usze the following DNS server addresses:

Preferred DMS server: | . . . |

Alkernate DM server; | . . . |

Validate settings upon exit P —

K, Cancel

o Method 2: Set a fixed IP address

Select Use the following IP address, enter an IP address (By default,any from 192.168.2.2 to 192.168.2.254), subnet mask (By
default,255.255.255.0), default gateway (By default,192.168.2.1), and DNS server address, and click OK.



Internet HHYRRES 4 (TCP/IPv4) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i) Obtain an IP address automatically
(@) Uze the following IP address:

IP address: | 192 .168 . 2 . 10 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: | 192 .168 . 2 . 1 |

CObtain DNS server address automatically

(@) Use the following DMNS server addresses:

Preferred DS server: | g .8 .8 .4 |

Alternate DMS server: | . . . |

[ ] validate settings upen exit Advanced...

Cancel

« Step 2: Launch the browser on the PC and access the IP address of LAN. Enter the login user name and password. The default user name and
password are adm and 123456 respectively.



Smart loT Edge
Shared futures

®
\r

Lﬁnﬁu InHandNetworks

Edge Computing Gateway

A adm

Copyright ©& 2001-2020 InHand Networks Co., Ltd. All rights reserved.

« Step 3: After successful login, you can see the web page as shown below:



~ _
(¥ InGateway Overview

ﬁr"a Network @ Edge Computing

@3 System

88 Advanced

Network Connection Status

System Infomation

@ External Network Name: [4 EdgeGateway
WAN IP 10.5.23.213 Time
Model: 1G502L
Gateway 10.5.23.254 Location
DNS 114.114.114.114 Station Role Serial Number:
Wireless State MAC Address: 00:18:05:33:44:55
& WAN Set UP ssiD 00:18:05:33:44:56
1P Address 10525213 [P Address Firmware Version: 2.0.0.r13595
Netmask 255.255.255.0 Status Connected Bootloader Version: 2017.01.r12594
DNS 114.114.114114 Signal Level all
& LaN — Register Status Registerad Device Time: 2021-01-20 20:41:07
IP Address 192.168.2.1 Connection Time 0 Day 00:23:30 Host Time: 2021-01-20 20:471:07
Netmask 255.255.255.0 P Address 1085.138.155 System Up Time: 8 Days 06:26:57
Netmask 255.255.255.255
DNS 218.6.200.139 Python Edge Computing Engine: Enable
61.139.2.69 .
Python SDK Version: 14.2
Performance And Storage Flow Usage Monitoring(Day) Flow Usage Monitering(Month)
Memory 29% Used 142MB/ 495MB Used data [0l 8 (D
® [ | 2508

Used 66MB/ 6550MB 2008

,] 1 % Flash 1%

( 1508

. 1008
MicroSD 0% Used OB/ OB
50B
CPU Usage Rate
0B H

« Step 4: To change the user name and password for logging in to the web management interface of IG502, choose System > User Management
page of IG502 and set the new user name and password.
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Overview [ System / User Management
System Time
Log Username User Permissions Operation @
adm 15(Admin) 4

Configuration Management

InHand Cloud

Firmware Upgrade

Access Tools

User Management

Reboot

Metwork Tools

3rd Party Notification

« Step 5: To change the IP address of LAN, choose Network > Network Interfaces > LAN page of IG502 to configure LAN.
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Cwverview [/ MNetwork / MNetwork Interfaces / LAN
Network Interface ~
Status
Cellular
IP Address: 192.168.2.1 Netmask: 255.255.255.0 MTU: 1500
Status: Up Connection Time: 8 Days 06:28:45 Description:
WAN
LAN
Configure
Loopback ;
+ Primary IP Address: 192.168.2.1
Network Services v * Netmask: 255.255.255.0
Description:
Routing v .
Secondary IP Settings
Secondary IP Netmask Operation @
Firewall v

1.2 Connect IG502 to the Internet

« Method 1: Connect to the Internet by SIM card

o Step 1: Insert the SIM card. (Note: Before inserting or removing the SIM card, unplug the power cable; otherwise, the operation may cause
data loss or damage the 1G502.) After inserting the SIM card, connect the 4G LTE antenna to the ANT interface and power on the 1G502.



ANT antenna

Press the SIM card
into the card slot

Connect PC

o Step 2: Choose Network > Network Interfaces > Cellular page of IG502 and select Enable Cellular and click Submit.



@ System

BB Advanced

(0.1 . .
h]ﬁu InGateway Overview &8 Network & Edge Computing
Overview [/ MNetwork / MNetwork Interfaces / Cellular
Metwork Interface ~
Status
Cellular
Modem
WAN Active SIM: SIM 1
ICCID Code:
LAN Operator:
Cell ID:
Loopback
Network
Network Services v Status: Disconnect Connect

Gateway: 0.0.0.0

Routing v Connection Time:

Firewall v
Enable Cellular:

Profile
Index Network Type APN Access Number Auth Method
1 G5M 3gnet 9gTE1# Auto
Dual SIM Enable: a
Network Type: Auto

IMEI Code:
Signal Level:

Network Type:

IP Address: 0.0.0.0

DMS: 0.0.0.0

Username Password

HEHEER

gprs

IMSI Code:
Register Status: Registering

LAC:

Netmask: 0.0.0.0

MTU: 1500

Operation @

@ a

When the network connection status is Connected and an IP address has been allocated, the IG502 has been connected to the Internet

with the SIM card.
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Owerview / Network / MNetwork Interfaces / Cellular
Metwork Interface ~
Status
Cellular
Modem
WAN Active SIM: SIM 1
ICCID Code: 89860320040280355090
LAN Operator: China Telecom
Cell ID: E779B81
Loopback
MNetwork
Network Services v Stattiss m
Gateway: 1.1.1.3
Routing v Connection Time: 0 Day 00:00:01
Firewall hd

Enable Cellular:

Profile

Index Network Type APN Access Number Auth Method

1 G5M 3gnet it Auto
Dual SIM Enable: a
Network Type: Auto

IMEI Code: 868626047849230
Signal Level:

Network Type: 4G

IP Address: 10.126.128.49

DMNS: 218.6.200.139 61.139.2.69

Username Password

gprs R

IMSI Code: 460115272101243
Register Status: Registered

LAC: EAQO

Netmask: 255.255.255.255

MTU: 1500

Method 2: Connect to the Internet by Ethernet

o Step 1: Use the Ethernet cable to connect the WAN and LAN ports of the IG502 respectively, as shown below:



Connect Internet

-~

Connect P

o Step 2: Choose Network > Network Interface > WAN page of IG502 to configure the IP address of the WAN port and click Submit. (When
the network type is a static IP address, you need to configure the IP, subnet mask, and other information according to the site network
conditions.)
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Owverview [/ MNetwork / MNetwork Intarfaces /| WAN

Network Interface ~
Status
Cellular .
Network Type: Static IP IP Address: 10.5.23.213 Netmask: 255.255.255.0
Gateway: 10.5.23.254 DNS: 114.114.114.114 MTU: 1500
WAN
Status: Up Connection Time: 0 Day 01:11:03 Description:
LAN
Loopback Configure
Network Services y Interface Type: (® WAN LAN
+ Network Type: Static IP
Routing v * Primary IP Address: 10.5.23.213
# Netmask: 255.255.255.0
Firewall v
Gateway: 10.5.23.254
DNS: 114.114.114.114
* MTU: 1500
Track L2 State:
Shutdown: a

Description:




lﬁ;ﬁamﬂmemy Overview 5;‘3 Network & Edge Computing [:03 System B8 Advanced

Owverview [/ Metwork [/ MNetwork Interfaces / WAN

Network Interface ~
Status
Cellular .
Network Type: Static IP IP Address: 10.5.23.213 Netmask: 255.255.255.0
Gateway: 10.5.23.254 DNS: 114.114.114.114 MTU: 1500
WAN
Status: Up Connection Time: 0 Day 01:11:33 Description:
LAN
Loophack Configure
Network Services . Interface Type: @® WAN LAN
+ Network Type: Dynamic Address (DHCP)
Routing ¥ Description:
Firewall v

o Step 3: Choose Network > Routing > Static Routing page of IG502 to add a static route for WAN port and click Submit. (Select “WAN” for
the interface item, and configure the other items according to the site network conditions.)



# Destination:  0.0.0.0

*+ Netmask:  0.0.0.0

Interface:  WAN

Gateway:  10.5.23.1
Distance:

Track ID:

o Step 4: Choose System > Network Tools page of IG502 and use the Ping tool to check whether the IG502 has successfully connected to
the Internet. The following figure shows that IG502 have successfully connected to the Internet:



Ping Probe Results
-01-21 17:57:57

PING www.baidu.com (14.215.177.38): 32 data bytes

40 bytes from 14.215.177.38: seq=0 tt|=54 time=31.900 ms
40 bytes from 14.215.177.38: seq=1 tt|=54 time=36.365 ms
40 bytes from 14.215.177.38: seq=2 tt|=54 time=31.824 ms

40 bytes from 14.215.177.38: seq=3 ttl=54 time:gjéﬁ?&eSSfU"y connected |

4 packets transmitted, 4 packets received, 0%
round-trip min/avg/max = 31.126/32.803/36.365 ms

2. Update the Software

To obtain the latest software version of IG502 and updated functions, contact the customer service center. To update the IG502 software
version, do as follows.

2.1 Update the IG502 firmware.




Choose System > Firmware Upgrade. Select a firmware file and click Start Upgrading. After the update is completed, you are prompted to restart
the system to Apply the new firmware.
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Cwverview [ System [/ Firmware Upgrade
System Time

Current Version: 2.0.0.r13595

Log
Select Firmware] .. Select File Start Upgrading |

# 1G502-V2.0.0.r13595.bin

Configuration Management
InHand Cloud

Firmware Upgrade

Access Tools

User Management

Reboot

Network Tools

3rd Party Notification

2.2 Upgrade the Python SDK of 1G502.



Choose Edge Computing > Python Edge Computing. Select Python Engine, select an Python SDK file, and click Upgrade; when the upgrade
confirmation window pops up, click Confirm. Then the IG502 automatically performs the upgrade.

Are you sure to upgrade the Python
SDK?

3. Python Edge Computing

3.1 Install and run Python App




To install and run Python App (App for short) in IG502, please refer to the following process, this document takes Device Supervisor as an
example:

« Step 1: Install the App
Before installing the App, you need to ensure that the Python Edge Computing Engine is enabled and the Python SDK is installed, as shown in

the following figure:

i.f]igu InGateway Overview 5“5 Network @& Edge Computing @3 System 88 Advanced

Cverview [ Edge Computing / Python Edge Computing
Python Edge Computing

Python Engine
SDK Version: 14.2 Enable Debug Mode: (]

Python Version: Python3

Used User Storage: 37MB/6GB 1%

APP
App Status Entire Operation

App Name App Version SDK Version State Uptime Log Operation
App List

Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @




Choose Edge Computing > Python Edge Computing. click the Add button and select the App package file to be installed, then click Confirm.

Import the APP package

1. Select File

# device_supervisor-V1.2.7.tar.gz

After importing, you can view the imported Apps, as shown in the following figure:




Overview ﬁr"a Network @ Edge Computing

(¥ InGateway

Overview / Edge Computing / Python Edge Computing

Python Edge Computing

Python Version: Python3

Python Engine

Device Supervisor

SDK Version: 14.2

Used User Storage: 64MB/6GB 1%

@3 System 88 Advanced

Enable Debug Mode: (]

APP
App Status Entire Operation
App Name App Version SDK Version State Uptime Log Operation
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation
device_supervisor 1.2.7 1.4.0 1 o @

« Step 2: Run the App

Select enable App and click Submit.
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Python Engine
Python Edge Computing
SDK Version: 1.4.2 1. Upgrade Enable Debug Mode: (]
Device Supervisor Pythen Version: Python3

Used User Storage: 64MB/6GB 1%

APP
App Status Entire Operation
App Name App Version SDK Version State Uptime Log Operation
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @

() After the configuration changes accepted, the APP will automatically restart!

=) -

device_supervisor 127 140 1 IS

Once enabled, the App automatically runs and will run every time the IG502 is started.
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%lnﬂﬂl&mﬂ Overview ﬁga Network @ Edge Computing @3 System
Overview [/ Edge Computing / Python Edge Computing

Python Edge Computing ‘
Python Engine

Device Supervisor v

SDK Version: 14.2 1. Upgrade

Python Version: Python3

Used User Storage: 64MB/6GB 1%

Enable Debug Mode: (]

APP

App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 1.27 1.4.0 RUNNING 00:00:15 L O Q (ONe)

App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 1.2.7 14.0 1 o @

Submit Reset

3.2 Update Configuration File for App

If the installed App supports importing configuration files to modify the running mode, you can update the App running configuration by referring

to the following process:

« Step 1: Choose Edge Computing > Python Edge Computing, click the Import Configuration button and select the configuration file to be

imported, then click Confirm.



Import Config

After importing the configuration, please restart the app

1. Select File

# config-inhand.yaml

« Step 2: Restart the App after the import is successful. After the App restarts, it will runing according to the imported configuration file.
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Python Engine
Python Edge Computing @ Import success
SDK Version: 1.4.2 L Upgrade | ebug Mode: (]

Python Version: Python3
Device Supervisor v v "

Used User Storage: 64MB/6GB 1%

APP

App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 127 140 RUNNING 00:02:14 L O Q [OX®)]
HelloWorld 0.0.1 135 RUNNING 00:00:47 L O Q @

App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 127 140 1 o @
HelloWaorld 0.0.1 13.5 1 LALOE

ubmit Reset

Copyright © 2001-2020 InHand Networks Co., Ltd. Al rights reserved.

3.3 Update Python App version

Generally, if you need to update the Python App version, you only need to import the new version of the App on the Edge Computing > Python
Edge Computing page.



Import the APP package

L. Select File

# device_supervisor-V1.2.8.tar.gz

After the update is completed, as shown below:
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Owverview [ Edge Computing / Python Edge Computing
Python Edge Computing
Python Engine

Device Supervisor v

SDK Version: 14.2 ., Upgrade Enable Debug Mode: (]

Python Version: Python3

Used User Storage: 69MB/6GB 1%

APP

App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 1.2.8 14.0 RUNNING 00:00:15 LT Q (OX®]

App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 1.2.8 1.4.0 1 | ES

3.4 Enable the Debug Mode

To run and debug Python code on 1G502, you need to enable IG502’s debug mode. Choose Edge Computing > Python Edge Computing, select
Enable Debug Mode. After enabling, you can develop 1G502 through VS Code. How to use VS Code for Python development of IG502, please
refer to Quick Start for MobiusPi Python Development.


http://sdk.ig.inhandnetworks.com/en/latest/MobiusPi-Python-QuickStart-EN.html
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Owverview / Edge Computing / Python Edge Computing
Python Edge Computing
Python Engine
Device Supervisor v
SDK Version: 1.4.2 4. Upgrade Enable Debug Mode:
Python Version: Python2 Username: pyuser
Used User Storage: 69MB/6GB 1% Password: #UJ2bZaViw_F [|—|
APP
App Status Entire Operation @ @ O
App Name App Version SDK Version State Uptime Log Operation
device_supervisor 1.2.8 1.4.0 RUNNING 00:00:50 LT Q (OX®!
App List
Enable App Name App Version SDK Version Start Parameters Log File Size(MB) Operation @
device_supervisor 1.2.8 1.4.0 1 I ES

After the debugging mode is enabled, IG502 will start an SSH server to listen on port 222 of LAN (default IP address being 192.168.2.1). The user
name and password of the SSH server are displayed on the previous web page. A random password is generated every time the debugging mode
is enabled or the IG502 is restarted to ensure security.

4. InHand Cloud

The InHand Cloud developed by InHand supports functions such as monitoring IG502 status, remote maintenance of equipment, remote batch
delivery of IG502 configuration, and 1G502 batch upgrade, helping users to conveniently and efficiently manage IG502 and field devices. In order
to enable the InHand Cloud to remotely manage the IG502 and field devices, the IG502 needs to be connected to the cloud platform. The



connection method is as follows:Choose System Management > InHand Cloud, tick Enable InHand Cloud and configure the corresponding server
address and registered account, and click Submit after the configuration is complete. The InHand Connect Service platform mainly provides users
with remote maintenance channels, and the InHand Device Manager platform mainly provides users with gateway management services (such as

batch remote upgrades, etc.).
« Server address: the address of the InHand Cloud.

« Registered account: the InHand Cloud account associated with the IG502 device (if you have not registered an account, you need to register

an account first)

« Advanced settings: Contains configurations such as heartbeat interval. Generally, you can use the default configuration.
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Overview [ System / InHand Cloud

System Time

InHand Connect Service InHand Device Manager

Log

. . Status:
Configuration Management

State Description:

InHand Cloud

Enable:

* Server Address: iot.inhand.com.cn Sign Up/Login

Firmware Upgrade

Access Tools * Register Account: zhangning@inhand.com.cn

Advanced Settings >

User Management

Reboot

Metwork Tools

3rd Party Notification

After the IG502 is successfully connected to the InHand Device Manager, the status is described as Connection Accepted.
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Overview / System / InHand Cloud

System Time

InHand Connect Service InHand Device Manager
Log

) . Status: Connected
Configuration Management

State Description: Connection Accepted

InHand Cloud

Enable:

* Server Address: iot.inhand.com.cn Sign Up/Login

Firmware Upgrade

Access Tools * Register Account: zhangning@inhand.com.cn

Advanced Settings >
User Management

Submit Reset
Reboot

Metwork Tools

3rd Party Notification

5. Data Collection And Upload To The Cloud

« Step 1: Connect PLC



Use Ethernet or serial cable to connect IG502 and PLC, the following figure describes how to connect serial port terminals of IG502:

TXD =

Feserwved(F5233) [ BXD =

GHND =

A [ =

Feserved(RS455) [ 5 EI
\

g
2

Step 2: Install and run Device Supervisor

Please refer to 3.1 Install and Run Python App for how to install and run Device Supervisor.
Step 3: Add a PLC

Choose Edge Computing > Device Supervisor > Device List, and click Add. On the device adding page, select the PLC protocol and configure
the PLC communication parameters. The following figure is an example of adding S7-1200 PLC:



Add DeviceList

+ Name: 57-1200

* Protocoll 150-on-TCP

*|P Address: | 10.5.16.73

* Port: 102

* Mode} (®) Rack/Slot TSAP

# Rack: 0

#Slot: 0

« Step 4: Add variable

On the Device List page, click Add variable, and configure the variable parameters in the pop-up box.



Add Variable

* Variable Name:
+ Register Type:
# Register Address:
+ Data Type:
+ Register Bit: 0
# Read/Write:  Read
+*Mode:  Realtime

Unit:
Description:

* Group:  default

Cance' m

« Step 5: Configure a cloud service to report and receive data

Choose Edge Computing > Device Supervisor > Cloud. Select Enable Cloud Service, configure the MQTT connection parameters and publish
and subscribe messages (this document takes the configuration of publish messages as an example), and then click Submit. After the above
configuration is correctly completed, the collected data can be monitored in the gateway and cloud platform.



[
i1
1

Status

Cloud Status: Disconnect

Connection time:

Enable Cloud Service:
* Type:
* Server Address:
* Client 1D

Enable Authority:

* Jsername:

Password:
Advanced Settings Vv

* Port:

* Kesp Alive:

* TLS Encryption:
* Clean Session:

* MOTT Version:

Coe - . -
{ cage Lomputng /L

@

MOTT

demo.thingsboard.io

catatest
24

EREEEE

1833
a0
(@) Disable Enable
NO (® YES

MQTTv31 (@ MQTTv311

s(1-3600)



Edit Publish

¥ Mame: default
* Topic:  w1/devices/me/telemetry

* Qos(MOTT):

Group Type: ® Collect Alarm

* Group: default
* Main Function:  upload_test Matches the name of the entry function in the script
* Script: from common.Logger import logger #Import log printing modu

def upload_test(data, wizard_api): #Define the main functi
logger.info(data) #Print the collected data in logs of
value dict = {} #Define the report data dictionary wval
for device, wval dict in data['values'].items(): #Trave
for id, val in val dict.items(): #Traverse variabl
value dict[id] = val["raw _data"]
value dict["timestamp”] = data["timestamp”]
logger.info(value dict) #Print data of the value dict
return value dict #Send value list to the app, which t

Cancel

Appendix



Factory reset

There are two ways to restore the IG502 to factory settings: hardware factory reset and software factory reset.
« Hardware factory reset
o Step 1: After the device is powered on and the ERR light is off, press and hold the RESET key;
o Step 2: When the ERR light is always on, release the RESET key;

o Step 3: After the ERR light goes out, press and hold the RESET key again, and release the RESET key when the ERR light flashes; wait for
the ERR light to go out, indicating that the factory reset was successful.

« Software factory reset

Choose System Management > Configuration Management, click the reset button and select OK. IG502 will complete the factory reset
operation by itself.
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Cwerview [/ System / Configuration Management
System Time
Configuration Management
Log
Autosave
Autosave After the Modified Configuration
Configuration Management
Encrypted
Encrypted Plaintext Password
InHand Cloud
Firmware Upgrade Configuration Files Operations
Import Startup Config L Select File mport Config
Access Tools
Export Startup Config @ Are You Sure You Want To Restore Factory Settings?

User Management
9 Export Running Config cancel ate Key
Reboot Restore Factory Configuration () Restore Factory Defaults

MNetwork Tools

3rd Party Notification



